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Abstract—The security and privacy threats on e-commerce have attracted intensive attention recently. The explosive growth of online
social networks (OSNs) has made them potential new great marketplaces for e-commerce, which, however, raise serious security and
privacyconcerns. This is mainly due to the centralized system architecture where the service provider knows all users’ private data and
becomes the single point of failure. To this end, we propose a secure and private auction framework, called SPA, for decentralized
online social networks (DOSNs). SPA consists of three phases: identity initiation, buyer-seller matching, and private auction. It requires
no trust among the participants but can provide security, privacy, authenticity, non-repudiation, and correctness for the auctions. We
analyze the computation and communication complexities of the proposed private auction scheme, which are Oðn þ KÞ for each node
where n is the number of bidders and K is the number of pricing points. In contrast, those of previous auction schemes are OðnKÞ at
best. The storage complexity is significantly lower than before as well. Security and privacy of SPA are also analyzed. Extensive
experiments are conducted to validate the efficiency of SPA.
Index Terms—Distributed online social networks, auction, security, privacy
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INTRODUCTION

E

-COMMERCE has exploded in the last decade. It enables
the buying and selling of goods and services via electronic channels, primarily on the Internet, and has become
an indispensable part of our daily lives. On the other
hand, the security and privacy threats on e-commerce are
also on the rise. Particularly, attackers may compromise
the e-commerce service providers’ servers and steal consumers’ confidential information like their personal data
and buying/selling history. Such information can be used
for many privacy intrusive purposes like directed marketing, user profiling. Besides, in auction based e-commerce
like eBay, users’ bidding statistics reveal their valuations
for the items being auctioned and the server can utilize the
statistical information to increase its financial gain in
future auctions of similar items.
The explosive growth of online social networks (OSNs)
over the past several years has dramatically changed the way
that information is produced and propagated in the world,
and has made OSNs potential new great marketplaces for ecommerce. In particular, in OSNs, the traditional unidirectional information flows, where information (e.g., breaking
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news, events) flows from a source (e.g., news organizations)
to the consumers, are being replaced with multidirectional
flows, where the ordinary users of OSNs (like Facebook,
Twitter, Youtube) are both the sources and the consumers of
the information. This shift in information flow paradigm has
been proven to be powerful in strengthening the connections
among users, and hence can facilitate large-scale e-commerce. However, OSNs also raise serious concerns about
users’ privacy since the traditional OSNs store users’ private
personal, historical, and relationship information. For
instance, Twitter was attacked in early January 2013 and
about 250,000 user accounts might have been compromised,
with names and e-mails possibly being uncovered[1]. Facebook, Apple, Microsoft were under similar attacks in February 2013 [2]. Thus, auctions in traditional OSNs will
inevitably lead to security and privacy problems. Recently,
decentralized online social networks (DOSNs) like [3], [4],
and Dispora [5], attract users’ intensive attention, where
users own and store their private data on their own computers or on the servers they trust. In this paper, we exploit
the rich connectivity and the distributed system architecture
of DOSNs to develop a secure and private auction framework called SPA, which requires no trust among the participants for the privacy and correctness of auction outcomes.
The proposed secure and private auction framework
called SPA is based on Vickrey auction [6]. Specifically, auctions are frequently employed for determining resource
allocations and selling prices. Many auction schemes have
been proposed in the literature (please refer to [7] for a
review on auction protocols). Vickrey auction adopted in
this study, also known as second price auction, is a sealedbid auction, in which bidders send their sealed bids to a
trusted auctioneer. The winning bidder of such an auction
is the highest bidder and is charged the second highest bidding price. Due to this pricing mechanism, it has been
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proved [6] that the bidders in Vickrey auction have the
highest pay-offs when they bid their true valuations of the
goods being auctioned and hence have no incentives to bid
strategically, i.e., truthfulness. Besides, as all bidders bid
their true valuations, they are guaranteed to have non-negative payoffs in the auction, i.e., individual rationality. Vickrey auction has attracted a lot of research interests because
of these interesting properties. However, it has rarely been
used in practice mainly due to the following reasons. First,
bidders hesitate to reveal their true valuations to the auctioneer who may exploit such information for privacy invasive purposes as mentioned before. Second, if the
auctioneer is dishonest, it can cheat the winning bidder by
creating an artificial second highest bid with bid price just a
little bit lower than the highest bid since it knows all users’
bidding prices.
The remedy to the problem of limited usage of Vickrey
auction is to ensure each individual bidder that first, his/her
bidding privacy (e.g., identities, bidding prices, histories) is
preserved regardless of the number of possible other colluding bidders, and second, there is no need to bank on the honesty of the auctioneer for the correctness of auction outcomes.
Our auction framework SPA consists of three phases: identity
initiation, buyer-seller matching, and private auction. It can
guarantee users’ privacy and auction correctness, while only
revealing minimum information, i.e., the winning price and
the winning bidder’s public pseudo identity.
Specifically, in the identity initiation phase, each user
who would like to participate in an auction obtains a public
and a private pseudo identity (ID) from a Trusted Third
Party (TTP). In the “buyer-seller matching” phase, we
develop an efficient algorithm to enable the users interested
in buying/selling item(s) to distribute their advertisements
and match each other. In particular, the users utilize both
social links and the underlying Distributed Hash Table
(DHT) links to route their advertisement messages to a randomly chosen user, called the bridge node, who then helps
match the buyers and sellers. In the private auction phase,
we design an efficient bidder-resolved private auction protocol. Particularly, bidders use their public pseudo IDs to
get authenticated through non-interactive zero knowledge
(NIZK) proofs. Thus, their ID privacy can be protected.
Then, the authenticated bidders collaboratively construct a
public encryption key based on a distributed exponential
Elgamal cryptosystem. They send their encrypted bidding
vectors to the bridge node, which can thus be protected
against attacks like colluding. The bidders also sign their
encrypted bids with an anonymous signature scheme so
that the bids are non-repudiable. After that, the bridge node
calculates the winning price under public scrutiny, without
revealing any bidder’s bidding vector. The winning bidder
can finally be determined without revealing his/her bidding vector.
Besides, we analyze the computation and communication complexities of the proposed private auction scheme,
which are Oðn þ KÞ for each node where n is the number of
bidders and K is the number of pricing points, while those
of previous auction schemes (without the winning bidder
identification process) like [8] are OðnKÞ at best. The storage
complexity is shown to be significantly lower than before as
well. Security and privacy of SPA are also investigated.
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We summarize our major contributions in this work as
follows.
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To the best of our knowledge, the proposed auction
framework SPA is the first attempt to address auctions in DOSNs.
We design a distributed private buyer-seller matching scheme to enable auctions in DOSNs where no
central server or auctioneer is available. The communication cost is Oðlog nÞ where n is the network size.
We develop a fully private distributed auction protocol, whose computation and communication complexities are both Oðn þ KÞ for each node where K is
the dimension of a seller’s price vector. In contrast,
the most efficient existing distributed private auctions like [8] are not fully private and have higher
complexities of OðnKÞ. Besides, the storage complexity of a bidder is Oðn þ KÞ and that of a bridge node
is Oðn2 þ nKÞ in our scheme, while the storage complexity of a bidder in [8] is Oðn2 KÞ.
SPA can provide security, privacy, authenticity, nonrepudiation, and correctness for the auctions. Both
completeness and soundness are proved.
We evaluate the performance of our auction protocol
and show that it outperforms previous auction
schemes significantly in terms of computation, communication, and storage costs.

RELATED WORK

2.1 Decentralized Online Social Networks (DOSNs)
Currently most OSN service providers like Twitter, Facebook, Googleþ use central servers to store users’ private
data, which, however, raises great concerns about users’
privacy. For example, Twitter was attacked in early January
2013 and about 250,000 user accounts might have been compromised, with names and e-mails possibly being uncovered[1]. Facebook, Apple, Microsoft were under similar
attacks in February 2013[2]. Besides, users may not have
connectivity to the server all the time. Thus, recently the
research on decentralized online social networks has
attracted intense attention. There have been several proposals for DOSNs [3], [4] in the literature, and some (e.g.,
[5]) have taken off and are increasingly popular. Specifically, PeerSoN [3] has a two-layer architecture where peers
(with social relationships) communicate with each other
using a distributed harsh table based lookup service. Safebook [4] proposes to build concentric rings of nodes around
each node, based on the degree of trust among nodes, to
provide trusted data storage, profile data retrieval, and
communication obfuscation through indirection. Diaspora
[5] is a popular DOSN, where users can host their data on
their own computers or in the servers they trust. There have
been a few works such as [9], [10] which study private
friendship matching protocols in DOSNs.
2.2 Distributed Hash Table
Distributed Hash Tables have been used as an efficient
lookup scheme in peer-to-peer systems. In particular, each
peer is assigned a unique ID and keeps a record of a small
fraction (usually log n, n is the network size) of the nodes
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in the network, which are determined by certain specific
algorithm to guarantee efficient lookup service. For
instance, Chord [11] uses consistent hashing [12] to assign
node ID and to map a given key or data to a specific node.
Other notable and widely referred DHT schemes include
Kamedia [13], CAN [14], Pastry [15], and Tapestry [16].
Recently, DHT systems are designed while addressing
security (especially against sybil attack) [17], [18] and anonymity [19], [20] issues. Our proposed private auction protocol utilizes DHTs (based on the Chord [11] protocol) and
social links for efficient advertisement distribution and
buyer seller matching.

2.3 Cryptographic Auction Protocols
The necessity of providing security and privacy for the participants of an auction has led to intensive research activities
on cryptographic auction protocols. Yao’s garbled circuit
[21] based multi-party computation (MPC) is tailored to
design secure auction [22], [23] with multiple (two) auctioneers under a passive adversary model, where the two auctioneers are assumed not to collude with each other. Similar
threshold based MPC auction protocols [24], [25], [26] rely
on multiple auctioneers and are secure as long as there are
no more than a certain fraction of the total number of auctioneers colluding with each other. Lipmaa et al. [27]
employ homomorphic encryption to design a secure Vickrey auction scheme, where the semi-honest auctioneer
therein knows all users’ bidding prices.
A few approaches have been developed to improve the
privacy in auction. Brandt [28] proposes a private auction
scheme, in which the bidders engage in cryptographic protocols and jointly compute the outcome of an auction, and
later improves the protocol in [8]. In such auctions, collusion between any numbers of bidders but the total number
of bidders is insufficient to compromise the auction privacy. The computation complexity and communication
complexity of the Vickrey based auction scheme in [8] are
both OðnKÞ, where n is the network size and K is the number of possible bidding values. However, Dreier et al. [29]
show that the bid privacy in [8] can be breached if interactive Zero Knowledge Proof (ZKPs) are used. More importantly, even if Non-Interactive ZKPs (NIZKPs) are used,
due to the lack of authentication, malicious bidders can
mount a collaborative attack to breach the privacy of a targeted bidder. In contrast, our proposed auction protocol is
a fully private auction protocol with both communication
and computation complexities being OðKÞ (Oðn þ KÞ if
with the winner identification process), and hence much
more efficient.

3

PROBLEM FORMULATION

3.1 System Model
We consider a Decentralized Online Social Network consisting of three layers as shown in Fig. 1. The OSN layer at the
top includes social network users along with the relationships among them. Particularly, an OSN can be defined as a
graph G ¼ ðV; EÞ, where the set of vertices V ¼ fv1 ;
v2 ; . . . ; vn g represent nodes (users) in the network and the
set of undirected edges E ¼ feij g (1  i; j  n, i 6¼ j) represent the friendships or social ties among the nodes. In the

Fig. 1. A Decentralized Online Social Network consisting of three layers.

absence of a central server, the Distributed Hash Table layer
provides the peer-to-peer lookup functionality in the
DOSN, which we utilize to distribute the advertisement
messages of buyers and sellers. Unlike OSN links, the DHT
links are directed. We build the DHT links based on the
Chord DHT protocol [11], which will be briefly introduced
in Section 4.3. Each node i has a “Chord ID” at the DHT
layer denoted by ui . The actual communications take place
at the Internet layer at the bottom. Each user in the DOSN is
a potential buyer/seller and has a public page where, if the
user is selected as a bridge node (see Section 5.3.2), the information on the item for sale, the encrypted bids from the
buyers, and auction related computations are hosted. A
fixed time period (e.g., a day or a week) is determined for
each auction during which buyers need to submit their bids
to the bridge node.

3.2 Adversary Model
The adversaries taken into consideration in this work are
mainly the participants in the auctions, such as bidders,
sellers, auctioneers (i.e., bridge nodes). These participants
may be interested in bidders’ bidding prices in order to
enhance their financial gain in the current auction or in
the future auctions. For example, if a seller knows the
bidding statistics of an item, he/she can exploit that information in future auctions to maximize his/her own financial gain. Similarly, bidders’ identities can also be of
interest to the adversaries, e.g., for targeted advertisement. Besides, the adversaries include the malicious bidders who may send bogus bidding values just to hinder
the outcome of the auction. Note that we do not consider
the possible adversaries at the DHT layer and Internet
layer who may try to disrupt the auction by replaying or
dropping the auction messages. There have been several
works addressing such attacks [17], [18] and protecting
privacy at the DHT layer [19], [20]. While our scheme can
be easily built on these DHT protocols to provide security
and privacy at the DHT and Internet layers, in this work
we employ a widely referred DHT protocol [11] and
mainly focus on the possible adversaries in our auction
scheme as mentioned above.
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Design Goals
Security: The proposed system may be under various
attacks such as impersonation, colluding. Our goal is
to protect malicious attackers from disrupting auction outcomes by indulging in the intermediate computations in the protocol.
Privacy: In the proposed Vickrey based auction
scheme, where buyers bid with their true valuations
of the items being auctioned, the bid privacy is
important to the buyers. All buyers’ and sellers’
identities should be protected too. Our goal is to provide privacy (e.g., bidding prices, identities) for users
during and after the auctions and make sure that
users’ buying/selling histories cannot be tracked.
Authenticity and non-repudiation: Since bidders’ identities are hidden during the auctions to protect their
privacy, we need to validate that the bidders are
legal users in the system. We also need to verify that
the bidding values are legit as they are unknown to
the auctioneer. Besides, we aim to achieve nonrepudiation in the auctions, i.e., guarantee that bidders cannot deny their bidding. Thus, our goal is to
ensure authenticity and non-repudiation in the
auctions.
Efficiency: Social networks usually host a large number of users, all of whom can engage in auctions.
Therefore, the communication, computation, and
storage complexities of auction schemes should not
increase rapidly with the number of participating
users. Our goal is to obtain high efficiency in the auctions in terms of communication, computation, and
storage complexities.

PRELIMINARIES

4.1 ElGamal Cryptosystem
ElGamal cryptosystem [30] is a semantically secure homomorphic cryptosystem based on the intractability of the
discrete logarithm problem in finite fields. Please refer to
the Appendix A, available in the online supplemental
material, which can be found on the Computer Society
Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TPDS.2015.2494009, for details.
We utilize ElGamal cryptosystem in a distributed manner since our system has very strong security and privacy
requirements. In particular, users can encrypt and decrypt
messages in a distributed fashion, and hence protect their
privacy against potential collusion among any number of
users. In the following, we describe how distributed
encryption and decryption of ElGamal cryptosystem can
be carried out.


Distributed key generation: Let p and q be two large
strong prime numbers such that p ¼ 2q þ 1. Let Gq
denote a sufficiently large multiplicative subgroup
of Zp of order q. Each user vi participating in the distributed key generation selects a random xi 2 Gq as
his/her private key and publishes yi ¼ gxi mod p as
his/her public key. The public key for distributed
Pn
Q
encryption is then y ¼ ni¼1 yi ¼ g i¼1 xi mod p.
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Distributed encryption: A user can use the public key
y to encrypt a message m. The resulting ciphertext is
ha; bi ¼ hgr ; gm yr i .
Distributed decryption: All the users who participated
in public key generation need to cooperate to
decrypt the encrypted message. Specifically, if
ha; bi ¼ hgr ; gm yr i is the encrypted message, then
each user publishes ai ¼ axi . The original message
can be recovered by any user by computing
gm yr
Qnb ¼ P
¼ gm .
n
ð
x Þr
a
i¼1 i

g

i¼1 i

4.2 Zero Knowledge Proofs
The Zero Knowledge Proof, introduced by Goldwasser,
Micali and Rackoff (GMR) [31], is an important tool in cryptography. A prover can use a ZKP protocol to prove the possession of certain information to a verifier without revealing
the very information. The absence of a trusted central
authority in a DOSN makes the network inherently vulnerable to malicious users who aim to fulfill their malicious
intents and do not follow the proposed auction protocol.
Besides, the strong privacy requirement in our schemes
necessitates preserving bidders’ anonymity and their bidding price privacy, which further complicates the authenticity and enforcement of correct protocol execution by all the
participants. In order to ensure the bidders follow the proposed auction protocol correctly, we require all bidders
(provers) to prove to a bridge node (verifier, see Section
5.3.2 for details) using ZKPs in different steps of the protocol. We describe several ZKPs we will use as follows.
4.2.1 Proof of Knowledge of a Discrete Logarithm
A bidder can use the zero knowledge protocol [32] to prove
knowledge of secret x such that y ¼ gx to a verifier (a bridge
node) who knows y and g. The protocol is detailed
in Appendix B.1, available in the online supplemental
material.
4.2.2 Proof of Equality of Two Discrete Logarithms
When a prover (a bidder) needs to prove that two ciphertexts are computed using the same private key to a verifier
(bridge node), who does not know the private key, the
prover utilizes zero knowledge proof protocol [33] (detailed
in Appendix B.2, available in the online supplemental material) to prove in zero knowledge.
4.2.3

Proof that an Encrypted Value Decrypts to Either
1 Or 0
In our private auction scheme (Section 5.3), a bidder prepares a bidding vector by encrypting each element (either 0
or 1) separately. While the actual bidding price (and bidding vector) remains private to the bidder throughout the
auction, it is necessary to make sure the bidding vector is
prepared correctly in order to deter any malicious bidder’s
attempt to disrupt the protocol. A bidder can use the protocol proposed by Cramer et al. [34] to prove to the bridge
node that his/her bidding vector is composed of encryptions of m 2 f0; 1g. We detail the protocol in Appendix B.3,
available in the online supplemental material.
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4.3 Distributed Hash Table Overlay
Chord [11] is a distributed lookup protocol for mapping
(and retrieving) a given key (or data) onto a specific node
in a distributed and scalable manner. In particular, each
node is assigned a k-bit identifier, called “Chord ID”, using
consistent hashing [12]. The nodes’ identifiers are arranged
in the form of a modulo-2k one-dimensional identifier circle known as chord ring. Each key is assigned to a peer
node whose Chord ID is equal to or immediately next to
the hash value of the key. In order to provide an efficient
and scalable lookup service for the key, each node in the
system stores information about a small fraction (i.e., log n
where n is the network size) of all the nodes in what is
known as the finger table. The ith ð0  i  ðlog n  1ÞÞ element in the finger table of a node contains the identifier
and the address (IP address, port number, etc.) of the node
which is at 2i distance apart in the chord ring. Fig. 1 shows
the finger tables of nodes u0 ; u1 , and u4 . The outgoing
arrows from a node in Fig. 1 go to the nodes which are
included in the current node’s finger table. In order to look
up a given key (or data) in the network, the source node
hashes the key and searches in its finger tables. If it
matches the Chord ID of certain node in its table, the
source node forwards the request to that node. Otherwise,
it forwards the request to the node in its finger table which
is closest to the hash value of the key in the chord ring. The
same procedure follows at the new node until the request
reaches the node which has the key. Both the lookup communication cost and the storage cost scale as Oðlog nÞ. In
this study, we adapt the Chord DHT to design an efficient
advertisement distribution scheme (Section 5.2.1) utilizing
both DHT and social links.

5

A SECURE AND PRIVATE AUCTION
FRAMEWORK: SPA

The proposed secure and private auction framework for
DOSNs, named SPA, consists of three phases. In the first
phase called “Identity Initiation”, all nodes that would like
to participate in auctions obtain public/private pseudo
IDs [35] from a Trusted Third Party (TTP). In the second
phase called “Buyer-Seller Matching”, the nodes that are
interested in buying/selling item(s) distribute their intents
through the social network via both DHT and social links
during a specific time interval. For a particular item Fi 1 at
a specific time interval Tk , a node, called the bridge node
vBi;k , is chosen to match the sellers and buyers. In the third
phase called “Private Auction”, the bidders send sealed
(encrypted) bids to the bridge node and the bridge node
helps execute the auction. In what follows, we detail these
three phases respectively.

5.1 Phase I: Identity Initiation
In order to be able to participate in an auction while preserving the ID privacy, each node requests a pair of public/
private pseudo IDs from a TTP. Specifically, the TTP
1. The item Fi is drawn from a universal set of items or goods F,
Fi 2 F, such that same name is used for an item by all the participants
in an auction. More importantly, having a universal set of items prevents the trade of illicit goods that many fear may happen in a private
marketplace.
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TABLE 1
The Format of Advertisement Messages
MessageID

SrcID

HðFi jjTk Þ

B=S

Payload

chooses two large primes p~ and q~ and publishes N ¼ p~q~
along with a generator g~ of a sufficiently large subgroup of

. When a user vi needs a public pseudo ID, it sends a
ZN
signed request together with its certified public key to the
TTP. For each such request, the TTP chooses a random
prime ri such that gcdðri ; ðNÞÞ ¼ 1, where ðÞ is the Carmichael function [36]. ri works as a public pseudo ID for
user vi . The TTP also computes a private pseudo ID
si ¼ g~1=ri ¼ g~di , where ri di ¼ 1 mod fðNÞ and fðNÞ ¼ ðp 
1Þðq  1Þ is the Eular’s totient function. Note that all the calculations are modulo-N unless specified otherwise. The
TTP
ðri Þ, and
TTP signs the public pseudo ID, i.e., Si ¼ KD
TTP
generates a certificate Ci ¼ ðSi ; ri Þ, where KD is the private key of the TTP. The private pseudo ID ðsi Þ and the certificate ðCi Þ are then securely delivered (encrypted with
user vi ’s public key) to user vi .

5.2 Phase II: Buyer-Seller Matching
5.2.1 Advertisement Distribution
The absence of a central server in a DOSN necessitates the
design of a distributed scheme to ensure the advertisement
of a seller/buyer of an item reaches the right potential
buyers/sellers. One naive solution is to broadcast the advertisements of sellers/buyers throughout the network. However, this will cause a serious message flooding in the
network. For example, in a DOSN if each user has 100
friends on average, then the number of broadcast messages
from a single user can, in the worst case, lead to 100 million
messages in just 4 hops. This kind of broadcast flooding will
inevitably congest the network and is not suitable for any
practical application in a large-scale DOSN.
In contrast, SPA features a distributed advertisement distribution algorithm. Specifically, the sellers and the potential buyers distribute their intents through unicast
advertisement messages utilizing both DHT and social
links. All the advertisement messages for an item Fi in a
time interval Tk intersect at the same bridge node vBi;k . The
format of advertisement messages is shown in Table 1.
MessageID is a random ID chosen by the source of the
advertisement (a buyer or a seller), SrcID changes in every
hop and is the Chord ID of the current node, HðÞ is a public
hash function, B=S denotes whether the source is a buyer or
a seller, and the Payload of a seller’s advertisement message
contains the details about the item Fi , such as the price vector defined by the seller (see Section 5.3 for details) and
others like shipping information/estimates. The bridge
node is determined based on the hash value aik ¼ HðFi jjTk Þ.
Particularly, the node vBi;k , whose Chord ID is either equal
to or immediately next (in clockwise, i.e., increasing order)
to aik in the chord ring, serves as the bridge node for the
item Fi during the time interval Tk . The time interval Tk is
the time period, e.g., a day or a week, during which the auction for the item takes place. This timestamp Tk serves two
important purposes: first, it puts a time limit on each trade,
and more importantly, second, it randomly changes the
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bridge node in each time interval so that not a single node
has to bear the computation and storage overhead of being
a bridge node all the time.
The advertisement messages can be delivered to the
bridge node as follows. Note that in addition to a finger
table, we let each node keep the Chord ID and the address
(IP address, port number, etc.) of its predecessor and of its
successor on the Chord ring, as well as those of its friends
and their predecessors on the Chord ring. When receiving
an advertisement message, each node first checks to see if it
itself is the bridge node, i.e., if aik is equal to its Chord ID or
between its predecessor’s Chord ID and its Chord ID. If so,
this node sends an acknowledgement message back to the
sender of this advertisement message. Otherwise, it stores
the MessageID and SrcID (along with the IP address of
SrcID) of this message. The node then checks if its successor
on the Chord ring is the bridge node, i.e., if aik is equal to its
successor’s Chord ID or between its own Chord ID and its
successor’s Chord ID. If so, it forwards the message to its
successor. Otherwise, the node checks if any of the nodes in
its finger table is the bridge node, i.e., if aik is equal to any
node’s Chord ID. If so, it forwards the message to that node.
Otherwise, the node checks if any of its friends is the bridge
nodes, i.e., if aik is equal to any friend’s Chord ID or
between any friend’s Chord ID and its predecessor’s Chord
ID. If so, it forwards the message to that friend. Otherwise,
it forwards the message to the node that precedes and is
closest to aik , utilizing both its finger table and its friends
list. The procedure continues until the message reaches the
bridge node. The above advertisement distribution scheme
is detailed in Algorithm 1 in Appendix C, available in the
online supplemental material.
For example, as shown in Fig. 1, assume that u0 is the
bridge node for an item Fi in time interval Tk , i.e.,
aik 2 ðpredecessorðu0 Þ; u0  where predecessorðu0 Þ is the
Chord ID of the predecessor of u0 on the Chord ring. Suppose that node u1 currently has the advertisement message.
We can see that node u1 , its successor u2 , and the nodes in
its finger table, and its friends are not the bridge node. In
this case, node u1 forwards the message to the closest preceding node to the bridge node in the Chord ring, considering all the nodes in the finger table ðu2 ; u3 ; u5 Þ and on its
friend list ðu2 ; u4 ; u7 Þ, i.e., node u7 in this example. Node u7
then finds that its successor, i.e., node u0 , is the bridge node,
and forwards the advertisement message to it. Ultimately,
the bridge node receives the advertisement messages from
all interested participants (seller and buyers) and starts the
matching process.

5.2.2 Acknowledgement (ACK) Message Distribution
Every time a bridge node receives an advertisement message, it sends an ACK message back to the source node of
the message reversely along the route that the message was
delivered on. The format of ACK messages are shown in
Table 2. In particular, each node on the route kept a record
of MessageID and SrcID while forwarding the advertisement message to the bridge node. When forwarding the
ACK message, the DestID field is set to SrcID of the corresponding advertisement message. The payload of the ACK
message contains the address (e.g., IP address and the port
number), of the bridge node where the price vectors of all
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TABLE 2
The Format of ACK Messages
MessageID

DestID

HðFi jjTk Þ

Payload

the sellers are accessible and all the auction related computation (see Section 5.3) takes place under the scrutiny of all
the bidders in the future. Once a buyer/seller node receives
the ACK message, it connects to the bridge node via the
Internet layer2 to access the information provided by the
sellers in their advertisement messages, and decides which
one of the many sellers’ items it wants to bid for.

5.3 Phase III: Private Auction
Recall that in a DOSN, there are no trusted central auctioneers. Thus, distributed bidder-resolved auctions are indispensable for security and privacy purposes, in which
bidders use cryptographic protocols to jointly determine the
auction result. Previously proposed such auction schemes
like [8] are not fully private and have high communication,
computation, and storage complexities, which limit their
usage in practical applications. In the following, we develop
a private and more efficient auction protocol.
5.3.1 Outline
We first present the conceptual outline of the proposed private Vickrey based auction protocol. Without loss of generality, let us assume that a seller defines a price vector
p ¼ ð pK pK1    p1 Þ> of K possible bidding prices. A

>
bidder, say node vi , submits a bid bi ¼ biK biK1    bi1 ,
where bik 2 f0; 1g and 1  k  K. If bidder vi ’s bidding price
is pli (1  li  K), then bik is equal to 1 when k ¼ li and equal
to 0 otherwise.
We then define “a doubly-integrated bid vector”, denoted
^ i , for bidder vi as
by b

0

1 0
1
b^iK
biK
B
C
C
B b^i C B
2biK þ biK1
C
B K1 C B
B
C
B ^i C B
i
i
i
C
2bK þ 2bK1 þ bK2
B bK2 C B
C
B
C B
C
B . C B
.
C
..
B . C B
C
B . C B
i
^
C:
b ¼B
¼B i
C
i
i
i
B b^i C B 2bK þ 2bK1 þ    þ 2bkþ1 þ bk C
C
k
B
C
C
B . C B
B
C
.
B . C B
.
C
.
B . C B
C
B
C B
C
i
i
i
i
B b^i C @ 2b þ 2b
þ



þ
2b
þ
b
K
K1
3
2 A
@ 2 A
2biK þ 2biK1 þ    þ 2bi2 þ bi1
b^i1
Thus, when the bidding price is pli (1  li  K), the vector
^ i is as follows:
b
b^ik ¼ biK when k ¼ K;

(1)

2. One may argue that the bridge node is able to know the IP
address and may be able to identify the bidders when they connect to
its page. However, the bidders can use services like Tor [37] to hide
their true IP addresses.
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and
8
< 0; when li < k < K;
K
X
bim þ bik ¼ 1; when k ¼ li
:
b^ik ¼ 2
:
m¼kþ1
2; when k < li

(2)

Assume that there are totally n bidders bidding for the
same item. The sum of all the doubly-integrated bid vectors,
^ can be obtained as3
denoted by B,
^¼
B

n
X

^i:
b

(3)

i¼1

^ elements would be 1, 3, 5,. . ., ð2M  1Þ correThe vector B’s
sponding to the 1st ; 2nd ; 3rd ; . . . ; and Mth highest bidding
prices.
Winning price determination. The winning price can be
found in the following. We calculate a vector P as follows:


^  3  UK  R;
P¼ B

(4)

where R is a random K-dimensional vector jointly generated by all the bidders (RðkÞ 6¼ 0 for 1  k  K), UK is a
K-dimensional vector whose elements are all 1’s, and ‘’
refers to component-wise multiplication. Thus, all the elements in P are non-zero random numbers, except the element corresponding to the second highest bidding price
which is zero. Thus, if P ðwÞ ¼ 0, then pðwÞ is the winning
price of the auction.
Winning bidder identification. If a malicious winning bidder does not come forward and claim the bid, the auction
would be incomplete and the item remains unsold. Therefore, in order to ensure non-repudiation, it is necessary to
identify the winning bidder. Particularly, the winner of the
auction is bidder vi if W i is zero, where
^ i ðwÞ  2Þ  Ri ;
W i ¼ ðb

(5)

and Ri is a non-zero random number generated by bidder
vi . An example of four bidders can be found in Appendix D,
available in the online supplement material.

5.3.2 Cryptographic Protocol Design
Next we describe the details of the proposed cryptographic
private auction protocol. Recall that after each bidder bidding for the same item receives an ACK message from the
bridge node containing its address (IP address, port number, etc.), each bidder can access the advertisements from all
the sellers available at the bridge node and decide which
particular seller’s item to bid for. The bidders then send to
the bridge node their encrypted bids according to the price
vector defined by the seller they choose. The bridge node
finally determines the winning price and the winning bidder. The proposed auction protocol consists of five processes as follows.
Public pseudo ID authentication. After receiving a buying
advertisement message from a bidder, the bridge node
needs to verify if it is an authentic user in the network so
3. The bridge node can index the bidders by the order of received
bids.
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as to defend attacks like impersonation. Thus, a bidding
node vi needs to prove that it possesses the private pseudo
ID si corresponding to the pubic pseudo ID ri . We apply
Fiat-Shamir heuristic to convert the interactive proof [35]
between a prover (a bidder) and a verifier (the bridge
node) to a non-interactive proof. Note that the purpose of
having non-interactive zero knowledge (NIZK) proofs is
not only to reduce the communication complexity between
the bidders and the bridge node, but more importantly,
to relax the assumption on trustworthy bridge nodes (i.e.,
honest verifiers) in ZKPs. This is because the noninteractive proof of authenticity can be verified by all the
parties participating in the auction and a dishonest bridge
node will get caught. In particular, the Fiat-Shamir heuris~
tic [38] makes use of a hash function HðÞ,
modelled as a
Random Oracle (RO), to construct a random challenge
from the verifier. The public pseudo ID authentication can
be carried out following the steps below:




Bidder vi chooses a random r~, calculates z ¼
r~ri mod N, and sends z, y ¼ r~si c mod N, and the certif~
icate Ci to the bridge node, where c ¼ HðzÞ.
The bridge node checks and accepts the proof if
z ¼ yri g~c mod N.

Theorem 1 (Completeness). A legal bidding node can always
be successfully authenticated.
Proof. Please refer to Appendix E, available in the online
supplemental material, for the proof.
u
t
Theorem 2 (Soundness). An illegal bidding node who does not
have a valid si can only be successfully authenticated with a
negligible probability.
Proof. Please refer to Appendix F, available in the online
supplemental material, for detailed proof.
u
t
Note that in order to further reduce the communication
cost between the bidders and the bridge node, bidders can
include this non-interactive proof in the payload of their
advertisement messages as mentioned before.
Distributed encryption key generation. Each bidder then
chooses a random key xi 2 Gq and sends yi ¼ gxi mod p to
the bridge node with a ZKP of the knowledge of xi , i.e., a
discrete logarithm regarding yi (Section 4.2.1). The bridge
node makes all the yi ’s and the corresponding ZKPs public.
EachQbidder can compute the encryption key (public key) as
y ¼ ni¼1 yi . Note that similarly, in order to reduce the communication complexity of interactive ZKPs and relaxing the
assumption on a reliable bridge node, we employ FiatShamir heuristic [38] to make the ZKP (and all the following
ZKPs as well) non-interactive, i.e., use NIZK proofs.
Bid encryption. Each bidder prepares his/her own bid and
sends the encrypted bid to the bridge node as follows.
Bid preparation: Without loss of generality, we denote a seller’s price vector by p ¼ ð pK pK1    p1 Þ> and a bidder’s

>
(node vi ’s) bidding vector by bi ¼ biK biK1    bi1 .
Suppose node vi ’s bidding price is pli . Then, we have bik
(1  k  K) is equal to 1 when k ¼ li and equal to 0 otherwise.
Bid encryption: The bidder then encrypts the bidding
vector with the encryption (public) key element by element,
i.e., for any 1  k  K, the bidder computes Encðbik Þ ¼
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i

i

i

haik ; bik i ¼ hgrk ; gbk yrk i where rik 2 Gq is a random number
generated by bidder vi .
ZKP Generation: The bidder vi needs to prove that the
encrypted bidding vector is generated adhering to the protocol. In particular, it needs to prove the following facts in
zero knowledge:


Each element in its bidding vector is the encryption of
either 1 or 0. The bidder generates a ZKP as described
in Section 4.2.3.
Only one element in its bid vector corresponds to 1, i.e.,
PK i
k¼1 bk ¼ 1. The bridge node uses the protocol





QK

bik



QK

¼ log g ð k¼1 aik Þ
described in 4.2.2 to show log y k¼1
g
in zero knowledge.
Bid signing and publishing: Note that the encrypted bidding vectors obtained above are repudiable. Before sending
the encrypted bids to the bridge node, in order to ensure
authentication and non-repudiation, all bidders sign their
bids with an anonymous (pseudo ID based) signature
scheme [35] shown below. In the following, we detail the
process for bidder vi to sign each of the encrypted elements
i

in the bidding vector bi , i.e., Encðbik Þ ¼ haik ; bik i ¼ hgrk ;
i

i

gbk yrk i, and for the bridge node to verify it. The calculations
in this process take place in modulo-N unless mentioned
otherwise.


Bidder vi computes zai ¼
k

ai

r
raii ,
k

a i ¼
k

hðaik jjzai Þ,
k

combines the encrypted bidding vectors to obtain the
encrypted doubly-integrated bid vector. For each bidder vi
(1  i  n), the bridge node computes Encðb^i Þ as:
^iÞ ¼
Encðb

 i i  i
  i i >
^
^i
^
^ K1 ; b
^1 ; b
^K ; b
a
;
K a
K1 . . . a
1

^i i is
where h^
aik ; b
k
*
+
K
K
Y
 i 2 i Y
 i 2 i
am  ak ;
bm  bk
m¼kþ1

*
¼

m¼kþ1
K
X

K
X

2rim þ rik

gm¼kþ1

K
X

2bim þ bik

; gm¼kþ1

2rim þ rik +

ym¼kþ1

i
i
i
when 1  k < K, and hgrk ; gbk yrk i when k ¼ K. Define dik
P
i
i
i
as K
m¼kþ1 2rm þ rk when 1  k < K and rk when k ¼ K.
Thus, for any 1  k  K, we have

 i i   di b^i di 
^ ¼ g k; g ky k ;
^k ; b
a
k

(6)

where b^ik is defined in (1) and (2).
Similarly, the bridge node can obtain the encryption of
the sum of all the doubly-integrated bid vectors as follows
!>
n
n
Y
 i  Y
 i
^
^
^
Enc b . . .
Enc b
EncðBÞ ¼
1

K

i¼1

*

and

n
Y

i¼1

a^iK ;

n
Y

+
b^iK

*

n
Y

a^i1 ;

n
Y

+!>

(7)

b^i1

yai ¼ rai si , where rai is a random number gener-

¼

ated by vi , and hðÞ is a publicly known hash function. Bidder vi also generates rbi and computes bi



 
>
^B
^B
^B
¼ a
^ BK ; b
;
b
;
b
;
a
^
.
.
.
a
^
B
B
1
K1
1
K
K1

k

k

k

k

k

k

and ybi in a similar way. Then, bidder vi generates
k

the signature for the encrypted bid Encðbik Þ ¼
haik ; bik i, which is hðai ; yai Þ; ðbi ; ybi Þi, and sends it
k
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k

k

k

along with his/her certificate Ci to the bridge node.
The bridge node obtains the public pseudo ID ri
of bidder vi from the certificate Ci and computes
ai

r

mai ¼ yaii g~
k

and

k

k

k

node accepts the bid if
hðbik jjmbi Þ
k

bi

r

mbi ¼ ybii g~

k

.

The

bridge

k

hðaik jjmai Þ
k

¼ a i

k

and

¼ bi .
k

Theorem 3 (Completeness). If the bid from bidder vi is authentic, the following verification equations would hold:
hðaik jjmai Þ ¼ ai and hðbik jjmbi Þ ¼ bi for any 1  k  K.
k

k

k

k

Proof. Please refer to Appendix G, available in the online
supplemental material, for detailed proof.
u
t
Note that any participants in the auction can check the
verification equations.
Theorem 4 (Soundness). An illegal bidder, who generates a signature without a valid si , can only pass the verification at the
bridge node with a negligible probability.
Proof. Please refer to Appendix H, available in the online
supplemental material, for detailed proof.
u
t
Winning price determination. Once all the bids are received
within the time frame of current auction, the bridge node

i¼1

...

i¼1

i¼1

i¼1

where for any 1  k  K,


^B ¼
^ Bk ; b
a
k

*

n
X

n
X

dik

g i¼1

; g i¼1

i
b^k

n
X

dik +

y i¼1

(8)

:

Recall that we determine the winning price through (4).
Thus, the bridge node first computes the encryption of a
^  3  UK as follows:
vector P ¼ B
^  Encð3UK Þ;
^  3  UK Þ ¼ EncðBÞ
EncðPÞ ¼ EncðB
which we denote by

haPK ; bPK i haPK1 ; bPK1 i

. . . haP1 ; bP1 i

>

:

The bridge node then publishes the above calculations on its
public profile, so that all the bidders can verify the correctness of the computations.
In the next step, each bidder participates in the distributed decryption of the clearing price. Specifically, each bidder vi computes and sends to the bridge node
i

ðaPK1 ÞRK1

i

ðbPK1 ÞRK1

a 0P i ¼ ð ðaPK ÞRK
¼ ð ðbP ÞRK
K

i

>

i

>

i

0
. . . ðaP1 ÞR1 Þ ; b P i

i

. . . ðbP1 ÞR1 Þ ;

where Ri is a K-dimensional vector of non-zero random
numbers generated by bidder vi . In addition to a 0P i and b0P i ,
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each bidder also proves in zero knowledge that the corresponding elements, e.g., the kth elements, of the vectors a 0P i
and b 0P i are obtained using the same random value, e.g., Rik
(as shown in Section 4.2.2).
The bridge node then combines the received values from
the bidders to calculate ha
a0P ; b 0P i as follows:
*
+
*
+ !>
n
n
n
n
Y
Y
Y
Y
0
0
0
0
aP i ðKÞ;
b P i ðKÞ ; . . . ;
aP i ð1Þ;
b P i ð1Þ
:
i¼1

i¼1

i¼1

i¼1

Thus, all the bidders can calculate the winning price of the
auction by following the distributed decryption approach,
i.e., computing

>
0
b 0 ðKÞ
b 0 ð1Þ
Qn b P ðK1Þ
. . . Qn P 0 x
V ¼ Qn P 0
;
x
x
0
i¼1

ða
aP ðKÞÞ

i

i¼1

ða
aP ðK1ÞÞ

i

i¼1

ða
aP ð1ÞÞ

i

where ða
a0P ðkÞÞxi ’s (1  k  K) are transmitted by bidder vi
to the bridge node and made public (along with a proof that
the same xi was used as in the distributed key generation
process, as shown in Section 4.2.2), and
Pn i
Qn
R
0
i¼1 k
ðb
Þ
b
ðkÞ
i
P
i¼1 P
k
P
P
¼
VðkÞ ¼ Qn Q
n
n
n
x
0
i
i
i
i¼1 ð i¼1 a P i ð1ÞÞ
ðaPk Þ i¼1 Rk i¼1 x
Pn i
Pn i
ðgPðkÞ  yr Þ i¼1 Rk
Pn i Pn i ¼ gPðkÞ i¼1 Rk ¼ gP ðkÞ ;
¼
(9)
ðgr Þ i¼1 Rk i¼1 x
where P is defined in (4). Therefore, the element pw of the
price vector p is the winning price if VðwÞ ¼ gP ðwÞ ¼ g0 ¼ 1.
Winning bidder identification. Recall that the winning bidder
can be determined by checking if (5) is equal to 0. Only the
winning bidder’s public pseudo ID will be known to others.
The winning bidder determination process is as follows.
First, for any 1  i  n, the bridge node computes,
^ i ðwÞ  2Þ ¼ Encðb
^ i ðwÞÞ  Encð2Þ;
EncðW i Þ ¼ Encðb
which we denote by haW i ; bW i i.
i
i
; bR
i, and sends it
Then, each bidder vi computes haR
Wi
Wi
Ri
R
and a ZKP (as shown in Section 4.2.2) that aW i , bWii are computed using the same random number to the bridge node.
The bridge node makes such values public and ask all the
bidders to jointly decrypt for W i ’s. Particularly, for any W i
R
(1  i  n), each bidder vj transmits ðaWii Þxj (along with a
proof that these n xj ’s are the same as that used as in the distributed key generation process, as shown in Section 4.2.2)
to the bridge node, which can then compute
Fi ¼ Qn

i
bR
Wi

Ri xj
j¼1 ðaW i Þ

i

¼

ðgW  yr ÞRi
i
i
Pn
¼ gW Ri ¼ gW :
R
x
ðgr Þ i j¼1 j

(10)

Finally, bidder vi is the winning bidder if W i ¼ 0, or
F ¼ g0 ¼ 1.
i

5.3.3 Tie Breaking
We find that the auction scheme presented above fails to
produce an outcome if there is a tie in the highest or/and
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the second highest bidding price. A simple solution would
^ which gives the
be to decrypt all the elements of vector B,
locations of all the ties (including the ties in the highest bid
and the second highest bid) and the winning price as well.
^ in public constitutes a breach in priHowever, revealing B
vacy of the bidders whose bidding statistics will be available to potential adversaries who can use the information to
their advantage in future auctions. The only information
needed to be revealed is the winning price and the pseudo
public ID of the winning bidder. In the following, we
develop a scheme to determine the auction result in presence of tie(s).
Particularly, notice that the vector ðB  t  UK Þ, where
P
B ¼ ni¼1 bi ; results in 0 at each location corresponding to
the element in the price vector where there is a tie of t bid^  ðt þ 2hÞ  UK leads to 0 at the
ders. Besides, the vector B
second highest bid position if t bidders bid the same second
highest price and h bidders bid the same highest price.
^  ðt þ 2hÞ  UK both result in 0 at
Thus, if ðB  t  UK Þ and B
the same location, then that is corresponding to the second
highest price in the price vector. Consequently, the bridge
node can first calculate the following vector

^  ðt þ 2hÞ  UK ÞÞ  R
P t;h ¼ ððB  t  UK Þ þ ðn þ 1ÞðB
for 1  h  n  t and 1  t  n  1, where R is a K-dimensional nonzero random vector jointly generated by the bidders, and the second term is multiplied by ðn þ 1Þ to make
sure the two terms do not accidently add up to zero. This
vector can be re-written as


 
^  ðn þ 2Þt þ 2ðn þ 1ÞhÞUK  R (11)
P t;h ¼ ðB þ ðn þ 1ÞB
and the winning price is pw if P t;h ðwÞ ¼ 0. In order to ensure
security and privacy, we can follow the cryptographic prot;h
cess presented in Section 5.3.2 to verify if gP ðwÞ ¼ g0 ¼ 1.
Similarly, winning bidders can be identified by checking
^ i ðwÞ  2Þ  Ri ¼ 0 along the line in Section 5.3.2, where
ifðb
Ri is a nonzero random number generated by bidder vi . In
the case of a tie at the highest bidding price, some specific
rules can be employed to determine the final winner, e.g.,
the bidder who submitted his/her bid first among all the
winners.

5.3.4 (M+1)st Price Auction
The private auction scheme that we have developed so far is
for the case where each seller has one unit of an item to sell
at a time and a buyer is also interested in buying only one
unit of the item at a time. In this part, we investigate private
auction for the scenarios where a seller has multiple, say M
(M  1), units of the same items to sell, i.e., private
ðM þ 1Þ-st price auction. In particular, each buyer is interested in buying one unit of the item and the top M bidders
are winners who pay the ðM þ 1Þ-st highest bidding price.
Note that when M ¼ 1, the ðM þ 1Þst-price auction reduces
to the second price (Vickrey) auction investigated above.
The basic idea for private ðM þ 1Þ-st price auction is as
follows. When there is no tie in the bidding prices, the winning price in an ðM þ 1Þ-st price auction can be obtained by
first calculating the vector below in a similar way to (4), i.e.,
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^  ð2M þ 1Þ  UK  R:
P¼ B

(12)

The winning price is pw if P ðwÞ ¼ 0. Similarly, the winning
bidders can be identified if
i

^ i ðwÞ  2Þ  Ri ¼ 0:
W ¼ ðb

(13)

When there are ties in the bidding prices, the winning price
and the winning bidders can be determined by following
the same approach in Section 5.3.3. The cryptographic process in Section 5.3.2 can be employed to provide security
and privacy.

6

PERFORMANCE ANALYSIS

6.1 Computation Cost
In what follows, we analyze the computational complexity
of each bidder and that of the bridge node, respectively.
6.1.1 A Bidder’s Computational Complexity
In the pseudo ID authentication process, a bidder conducts
two exponentiations, denoted by EXP , in the NIZK proof.
In the distributed encryption key generation process, a bidder
carries out 1 EXP for public key generation and 1 EXP
for the corresponding ZKP. In the bid encryption process, a
bidder conducts 3K EXP for “bid encryption”,
ð6K þ 2Þ EXP for “ZKP generation”, and 4K EXP for
“bid signing and publishing”. In the winning price determination process, a bidder needs to compute 3K EXP and
another ð3K þ 1Þ EXP for the ZKPs. In the winning bidder
identification process, a bidder needs to compute
ðn þ 2Þ EXP and another ðn þ 2Þ EXP for the ZKPs.
Therefore, the total computational complexity of a bidder is
ð2n þ 19K þ 11Þ EXP , i.e., on the order of Oðn þ KÞ EXP
operations. Note that we ignore the multiplication operation, denoted by MUL, as it is insignificant compared to
exponentiations.
6.1.2 A Bridge Node’s Computational Complexity
In the pseudo ID authentication process, a bridge node conducts 2 EXP and 1 MUL for each bidder, i.e.,
2n EXP and n MUL in total. In the distributed encryption
key generation process, a bridge node carries out 2 EXP
and 1 MUL in the ZKP for each bidder, and
ðn  1Þ MUL for computing the encryption key, i.e.,
2n EXP and ð2n  1Þ MUL in total. In the bid encryption
process, a bridge node computes 8nK EXP and
4nK MUL for the first ZKP and 4n EXP and 2n MUL
for the second ZKP for “ZKP generation”, and 4nK EXP
and 2nK MUL for “bid signing and publishing”, i.e.,
ð12nK þ 4nÞ EXP and ð6nK þ 2nÞ MUL in total. In the
winning price determination process, a bridge node needs to
^ i Þ, 2nK MUL for EcnðBÞ,
^
conduct 6nK MUL for Encðb
3K EXP and 4K MUL for EncðPÞ, 3nK MUL for V,
and ð8nK þ 4nÞ EXP and ð4nK þ 2nÞ MUL for the two
ZKPs, i.e., ð8nK þ 4n þ 3KÞ EXP and ð15nK þ 2n þ
4KÞ MUL in total. In the winning bidder identification process, a bridge node computes 6n EXP and 4n MUL in
the first step, and n2 MUL in the second step, and
ð4n2 þ 8nÞ EXP and ð2n2 þ 4nÞ MUL for the two ZKPs,
i.e., ð4n2 þ 14nÞ EXP and ð3n2 þ 8nÞ MUL in total.
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Thus, the total computational complexity of a bridge node
is ð4n2 þ 20nK þ 24n þ 3KÞ EXP and ð3n2 þ 21nK þ
14n þ 4K  1Þ MUL, i.e., on the order of Oðn2 þ nKÞ
EXP and Oðn2 þ nKÞ MUL operations.
Note that the above computation cost for a bridge node is
largely attributed to the ZKP verification related computations (all the n2 and nk terms for the EXP operation). Recall
that in our protocols, the bidders provide non-interactive
ZKPs which can be verified by any participants of the auction process. Thus, the bridge node can distribute the computation load for proof verifications (including those for
ZKPs and for signatures) to the bidders without increasing
their computational complexities. For example, bidder j can
verify the ZKPs of bidder ðj þ kÞ mod n, where
k 2 ½1; n  1. In this case, the computational complexity of
each bidder and that of the bridge node will be
Oðn þ KÞ EXP . It is also important to point out that [8]
does not include the cost for ZKP verification and still has
the computational complexity of OðnKÞ EXP . We can see
that our proposed protocol has much lower computational
complexity.

6.2 Communication Cost
Note that the communication cost mainly comes from the
bidders since all the ZKPs are non-interactive. We analyze
the communication cost of each bidder as follows.
In the pseudo ID authentication process, a bidder transmits
z, y, and Ci to the bridge node, i.e., 4dlog Ne bits. In the distributed key generation process, a bidder sends dlog pe bits to
construct the public key and one dlog pe þ dlog qe bits ZKP
to the bridge node, i.e., 2dlog pe þ dlog qe in total. In the bid
encryption process, each bidder transmits Kðð4dlog pe þ
4dlog qeÞ þ ð2dlog pe þ dlog qeÞÞ bits to prove the bids fulfill
the given requirements for “ZKP generation”. Each bidder
also sends K ElGamal ciphertexts (2Kdlog pe bits), K corresponding signatures (2Kðdlog Ne þ jhjÞ bits with jhj being
the size of hash digest), and his/her certificate (2dlog Ne
bits). So all the cost in this process is 8Kdlog pe þ 5Kdlog qeþ
ð2K þ 2Þdlog Ne þ 2Kjhj bits. In the winning price determination process, each bidder needs to send 3Kdlog pe bits for
a0 P ðkÞÞxi , and ð2K þ 1Þð2dlog pe þ dlog qeÞ bits for
a0 P i ; b0 P i , ða
the corresponding ZKPs, i.e., ð7K þ 2Þdlog pe þ ð2K þ
1Þdlog qe bits in total. Lastly, in the winning bidder identification process, each bidder sends ðn þ 2Þdlog pe bits and
ðn þ 2Þð2dlog pe þ dlog qeÞ bits, respectively, for distributed
decryption and ZKPs, i.e., ð3n þ 6Þdlog pe þ ðn þ 2Þdlog qe
bits in total. Therefore, total communication cost per bidder
is ð2dlog Ne þ 15dlog pe þ 7dlog qe þ 2jhjÞK þ ð3dlog pe þ
dlog qeÞn þ ð6dlog Ne þ 10dlog pe þ 4dlog qeÞ bits, and hence
on the order of Oðn þ KÞ bits.
Therefore, the total communication complexity of each
node in our scheme can be proved to be Oðn þ KÞ bits,
while that in [8] is OðnKÞ bits.
6.3 Storage Cost
In the following we analyze the storage cost of the bidding
nodes and the bridge node. Note that the analysis takes into
account all the intermediate data as part of storage cost, and
hence the results below can be considered as an upper
bound.
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6.3.1 Storage Cost of a Bidder
The storage cost of a bidder comprises of all the data it has
computed, transmitted to, and received from a bridge
node. In particular, as detailed in Section 6.2, the total
amount of data computed by a bidder and transmitted to
the bridge node is ð2dlog Neþ 15dlog peþ 7dlog qe þ 2jhjÞKþ
ð3dlog pe þ dlog qeÞn þ ð6dlog Ne þ 10dlog pe þ 4dlog qeÞ, i.e.,
Oðn þ KÞ, bits. In addition, a bidder keeps its own keys,
and creates an advertisement message and receives an
acknowledgement message, which are nevertheless neglibile. Thus, the storage cost of a bidder is on the order
Oðn þ KÞ bits.
6.3.2 Storage Cost of a Bridge Node
The bridge node accepts the advertisement messages and
encrypted bids from all the bidders, and performs the computations for conducting fully private auctions as detailed
in Section 5.3.2. Therefore, the storage cost of a bridge node
is n times the storage cost of a bidding node, i.e.,
n
ð2dlog Ne þ 17dlog pe þ 7dlog qe þ 2jhjÞK þ ð5dlog pe þ

dlog qeÞn þ ð6dlog Ne þ 10dlog pe þ 4dlog qeÞ bits. In addition, in the winning price determination process, the bridge
node computes the encrypted doubly-integrated bid vector
^ of 2Kdlog pe bits, the vector EncðPÞ of 2Kdlog pe bits,
EncðBÞ
and the vector ha
a0P ; b 0P i of 2Kdlog pe bits. Similarly, the
bridge node also computes EncðW i Þ for any 1  i  n of
2ndlog pe bits in the wining bidder identification process. The
total storage cost for a bridge node is thus on the order
Oðn2 þ nKÞ bits.
Note that our proposed protocol has significantly lower
storage cost than before, while the storage cost of a bidder
in [8] is Oðn2 KÞ bits.
6.4 Security and Privacy Analysis
This section investigates the security and privacy of the
proposed auction framework SPA. We show, in the following, that SPA is secure and privacy-preserving not
only under the honest-but-curious model, but also with
regard to the malicious bidders who may want to deviate
from the protocols to disrupt and/or learn more about the
other bidders.
Theorem 5 (Privacy). A bidder’s privacy is preserved regardless
of the number of other colluding bidders. A seller’s privacy is
preserved too.
Proof. A bidder obtains a pair of public/private pseudo
IDs in the identity initiation phase whenever he/she
wants to participate in an auction. The bidder can use
different such pseudo IDs for different auctions. Thus,
the identity privacy can be preserved and the bidder
cannot be traced. Besides, our proposed auction
scheme employs a distributed ElGamal cryptosystem.
Unlike ðn; kÞ threshold cryptosystems, where a ciphertext can be decrypted if k-out-of-n participants collude,
our encryption scheme constructs a public key in an
n-out-of-n secret sharing fashion. Therefore, a bidder’s
bidding vector encrypted with the public key can only
be decrypted if the bidder participates in the distributed decryption. In our auction protocol, bidders do
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not collaboratively decrypt their own encrypted bidding vectors. They only jointly decrypt for gP ðwÞ as
shown in (9), which is equal to 1 if pw is the winning
price and some random number otherwise. Thus, a
bidder’s bidding price privacy can also be preserved.
Note that as mentioned before, we do not consider the
possible adversaries at the DHT and Internet layers,
since there have been several works addressing the privacy issues there [19], [20] and our DHT protocols can
be easily adapted.
u
t
Theorem 6 (Authenticity and non-repudiation). A bidder
with legal pseudo IDs and legitimate bidding vectors can
always be authenticated. Besides, a bid can be traced back to
the bidder.
Proof. Due to the public pseudo ID authentication process,
a malicious bidder cannot use a fake public pseudo ID
or impersonate some other bidder to pass the authentication process according to Theorem 1 and 2. Legitimate bidding vectors can also be verified in the “ZKP
generation” step of the bid encryption process. Besides,
since each bidder signs his/her bids using an anonymous signature scheme based on their public and private pseudo IDs as shown in the bid encryption
process, a bid can be traced back to the bidder according to Theorem 3 and 4.
u
t
Theorem 7 (Auction correctness). The proposed auction protocol results in correct outcomes with high probability (w.h.p.).
Proof. The winning price obtained from (9) will result in
unintended outcomes if for some 1  k  K, we have
^
^
ðBðkÞ
 3Þ 6¼ 0 but gðBðkÞ3ÞRk 1 mod p. Similarly, the
winning bidder obtained from (10) will be incorrect if for
^ i ðwÞ  2Þ 6¼ 0 but gðb^ i ðwÞ2ÞRi
some 1  i  n, we have ðb
1 mod p, where pw is the winning price. However, since p
is usually a very large number (e.g., 1024 bits [39]), the
probability of the occurrence of the above events is very
low ð 1=21024 Þ. Therefore, the proposed auction protocol
results in correct outcomes with high probability.
u
t
Theorem 8 (Auction security). A malicious bidder deviating
from the auction protocol cannot disrupt the auction outcome
without being detected.
Proof. In our auction protocol, a malicious bidder may try
to disrupt the auction outcome by indulging in the
intermediate computations in the protocol. Notice that
in the winning price calculation process, each bidder
needs to submit ZKPs to prove that for each 1  k  K,
i

i

ðaPk ÞRk and ðbPk ÞRk are obtained using the same random
value, and another ZKP to prove that ða0P ðkÞÞxi ’s
(1  k  K) are computed using the same xi as in the
key generation phase. In the winner bidder determinaR
R
tion process, each bidder vi submits a ZKP that aWii , bWii
are computed using the same random number and
R
another ZKP that the xj ’s used in computing ðaWii Þxj
(1  i  n) are the same as that used as in the distributed key generation process. Thus, any attempt to disrupt the auction outcome by deviating the protocol
steps can be detected.
u
t
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TABLE 3
Performance of Our Advertisement Distribution Scheme
Social Network Data Set

Normalized Hop Count

LiveJournal Social Network [41]
Astro Physics Collaboration
Network [42]
Orkut Online Social Network [41]
Synthetic Data Set Using Nearest
Neighbor (modified) Model [43]

7

0.78
0.75
0.71
0.64

PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed
secure and private auction framework SPA. In particular,
we analyze the performance of the advertisement distribution algorithm and study the computation, communication,
and storage costs of the proposed private auction scheme.
Some of the experiment settings are as follows. In the
experiments, the primes p and q in ElGamal cryptosystem
are 1,024 and 768 bits, respectively. The modulus N in the
anonymous signature scheme is 1,024 bits. Any hash function used in SPA results in digests of 128 bits. The size of an
advertisement message and that of an acknowledgement
message is set by considering 4 bytes each for MessageID,
SrcID, and DestID, and 16 bytes for HðFi jjTk Þ. We consider
that the Payload of an advertisement message is 100 bytes,
and the Payload of an acknowledgement message is 4 bytes.

7.1 Advertisement Distribution Algorithm
We first evaluate the performance of our advertisement
distribution algorithm. We implement it on several real
social network graphs obtained from the SNAP project
[40] as well as on a synthetic data set simulating OSNs.
For each of these networks, we choose 100 random source
and bridge node pairs and measure the average number
of hops required to reach the bridge nodes. Table 3 shows
the hop counts (normalized by log 2 n where n is the network size) based on different network data sets. The network data sets are listed in increasing order of average
node degree. Intuitively, fewer hops are needed to deliver
messages in networks with higher average node degrees.
We can see that all advertisement messages can be delivered in Oðlog nÞ hops.
7.2 Computation and Communication Cost
The computation cost is primarily the cost of computing
exponentiations and multiplications, which is estimated
as follows. We first obtain the average time for an exponentiation and a multiplication (implemented in Java) in
a group (e.g., ZN ) on a PC with an Intel Core i7 processor
and 4 GB RAM. Then the total computation time is
obtained by counting the number of exponentiations and
multiplications as shown in Section 6.1. For the communication cost analysis, we count the number of bits a bidder
needs to transmit and/or receive. The results are shown
in Fig. 1 and Fig. 2 in Appendix I, available in the online
supplemental material.
Fig. 1a compares the computation time of our protocol
with that of [8]. The size of the price vector is set to 500.
Lipmaa et al. [27] claim that k  500 suffices in most
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auctions in practice. We can see that the computation
time of the bridge node and that of each bidder is well
within the practical limits ( 100 seconds) even when the
number of bidders is large. In contrast, the computation
time of a bidder in [8] is much higher (two orders of
magnitude higher), and hence the protocol is impractical
when the number of bidders is large. Likewise, as shown
in Fig. 1b, the communication cost of a bidder in our
protocol is much lower than that of a bidder in [8]. For
example, in the case where there are 10,000 bidders, the
computation time of a bidder in our protocol is about
32.5 seconds and that of a bridge node is about
56.8 seconds, while the communication cost of a bidder
is about 47 Mb. In the same case, the computation time
of a bidder in [8] is more than 9.5 hours, and the communication cost of a bidder is about 35 Gb.
We also present the experiment results in Fig. 2 with different K’s and n’s. We can easily find that our auction protocol is much more efficient in terms of both the
computation cost and communication cost and is suitable
for practical application even when both the size of the price
vector and the number of bidders are large.

7.3 Storage Cost
In accordance with the analysis in Section 6.3, we evaluate
the storage cost of a bidding node and of a bridge node and
compare the costs with that of a bidding node in [8]. The
results are shown in Fig. 3 in Appendix I, available in the
online supplemental material.
As shown in Fig. 3a, when K ¼ 500 and n ¼ 10;000, the
storage cost of a bidder in our scheme is on the order of
Oðn þ KÞ and is below 10 megabytes; and the storage cost
of a bridge node is on the order of Oðn2 þ nKÞ and is
about 100 gigabytes. Fig. 3b shows the storage cost when
both the number of bidders and number of price points
in the price vector vary. We can easily observe that the
storage cost of a bidding node in [8] is significantly higher
(on the order of Oðn2 KÞ), and may not be practical when
K or/and n is large.
7.4 Auction Utility
Finally, we evaluate the bidders’ utility and the seller’s revenue in the proposed auction scheme. We assume that the seller’s price vector is p ¼ ð10;000 9;999 9;998    3 2 1Þ> ,
and the bidders’ bids are uniformly distributed over the
price range. In the first experiment, there are a total of 100
bidders in an auction and we study the utility of the bidders. If Vi is the winning bidder vi ’s true valuation of the
item being auctioned and pi is the price paid, then the utility of the winning bidder vi is uðiÞ ¼ Vi  pi , whereas that
of losing bidders is 0. Fig 4a shows the bidders’ utility for
100 runs of the experiment which is always nonnegative.
In the second experiment, we study the seller’s revenue
when the number of bidders goes up to 500. For any number of bidders, we obtain the average revenue of the seller
over 100 runs. As shown in Fig. 4b, with the assumed uniform distribution of bids, the seller’s revenue approaches
the maximum value as the number of bidders increases.
Fig. 4 is included in Appendix I, available in the online
supplemental material.
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CONCLUSION

In this work, we have presented a secure and private auction framework, SPA, for DOSNs. System security can be
protected against malicious attackers who try to disrupt
auction outcomes by indulging in the intermediate computations in the protocol. Users’ privacy, including their IDs
and bidding prices, can also be guaranteed. In addition,
SPA provides authenticity and non-repudiation, which are
not made possible in previous auction schemes. The computation and communication complexities of our auction
scheme are both Oðn þ KÞ. In contrast, the most efficient
existing private auction schemes like [8] have complexities
of OðnKÞ. The storage cost of a bidder and that of a bridge
node are Oðn þ KÞ and OðnKÞ, respectively, in our scheme,
while the storage cost of a bidder in previous works like [8]
is Oðn2 KÞ. Extensive experiment results have demonstrated
the efficiency of the proposed framework.
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